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Comment: | would like to formally request that the FCC not implement rules and regulations that prohibit my ability to
use devices | purchase the way | choose too. My choice to use open source software free of legal entanglement should
not be curtailed; this is not how a free society should work.

I would like to formally request that the FCC not implement rules and regulations that prohibit my ability to use devices
I purchase the way | choose too. My choice to use open source software free of legal entanglement should not be
curtailed; this is not how a free society should work.
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Comment: Dear Sir or Maam,

Please do not implement rules that take away the ability of usersto install the software of their choosing on their
computing devices.

Wireless networking research depends on the ability of researchers to investigate and modify their devices.
Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.
Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

Sincerely,
Tzvi

Dear Sir or Maam,

Please do not implement rules that take away the ability of usersto install the software of their choosing on their
computing devices.

Wireless networking research depends on the ability of researchers to investigate and modify their devices.
Americans need the ability to fix security holes in their devices when the manufacturer chooses to not do so.
Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

Sincerely,
Tzvi
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Comment: Asaprofessiona software developer for the past 19 years and a casual developer for the past 34 years, |
think it'simportant to point out that aregulation like thiswill likely 1) make the target devices much less secure for the
general public and 2) make the target devices more complicated and, therefore, more prone to error and 3) cause the
value of the target devices to decrease with the effectiveness of the manufacturer's compliance efforts.

<p>1) If companies track record of support for aging devices remains as it has been, then the lack of updates will render
devicesincreasingly insecure within 1.5 to 2 years after the date of manufacture. Note that, for many devices, the
purchase will have taken place up to ayear after the date of manufacture. Open-source projects like DD-WRT alleviate

this problem by allowing an upgrade path beyond the date that manufacturers decide to stop releasing firmware for older
models.

2) Complying with this regulation will require hardware updates which serve no functional purpose beyond legal
compliance. To the software developer, these restrictions will take the form of hardware that won't perform as a rational
engineer would expect. To the user, thiswill take the form of any of a number of possible glitches and/or security
ISSues.

3) Sinceit will remain a good idea to update the firmware of these devices despite this short-sighted bit of regulation,
there will be an increase in demand for the devices for which workarounds have been found which alow for
modification. The devices which prove difficult to modify will find their way to the closets of the world as they become
known for their growing list of discovered security holes. Asan example, | always poke around looking for examples
of someone's experience running Linux (an open-source operating system initially developed by non-commercial
developers) on a given laptop model before | buy one and | always check that there is away to run CyanogenMod (an
open-source version of Android developed by non-commercia developers) on a smart phone before | buy it. Thisis
pretty typical behavior for anyone technically minded enough to try it.

In summary, thisisaterrible bit of regulation. Had it been passed a decade ago, it might well have prevented the
emergence of the very devicesit proposesto cripple. | sincerely hope the effort to pass this proposal fails.

Asaprofessiona software developer for the past 19 years and a casual developer for the past 34 years, | think it's
important to point out that aregulation like thiswill likely 1) make the target devices much less secure for the general
public and 2) make the target devices more complicated and, therefore, more prone to error and 3) cause the value of the
target devices to decrease with the effectiveness of the manufacturer's compliance efforts.

<p>1) If companies track record of support for aging devices remains as it has been, then the lack of updates will render



devicesincreasingly insecure within 1.5 to 2 years after the date of manufacture. Note that, for many devices, the
purchase will have taken place up to ayear after the date of manufacture. Open-source projects like DD-WRT alleviate
this problem by alowing an upgrade path beyond the date that manufacturers decide to stop releasing firmware for older
models.

2) Complying with this regulation will require hardware updates which serve no functional purpose beyond legal
compliance. To the software developer, these restrictions will take the form of hardware that won't perform as arational
engineer would expect. To the user, thiswill take the form of any of a number of possible glitches and/or security
ISSues.

3) Since it will remain a good ideato update the firmware of these devices despite this short-sighted bit of regulation,
there will be an increase in demand for the devices for which workarounds have been found which allow for
modification. The devices which prove difficult to modify will find their way to the closets of the world as they become
known for their growing list of discovered security holes. Asan example, | always poke around looking for examples
of someone's experience running Linux (an open-source operating system initially developed by non-commercial
developers) on agiven laptop model before | buy one and | always check that there is away to run CyanogenMod (an
open-source version of Android developed by non-commercia developers) on asmart phone before | buy it. Thisis
pretty typical behavior for anyone technically minded enough to try it.

In summary, thisis aterrible bit of regulation. Had it been passed a decade ago, it might well have prevented the
emergence of the very devicesit proposesto cripple. | sincerely hope the effort to pass this proposal fails.
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Comment: | am against the motion from the FCC that would regulate and lockin firmware on most networking
technology. Thiswould stifle the economy when it comes to any networking technology manufactured in the US.
Companies will take their business to other countries and sell these devices without the FCC to regulate it if this occurs.
Thiswould cost companies and yet again the American people. Technology needs to remain free and open for people to
modify them if they will. PLEASE DO NOT ENFORCE THIS MOTION!!!

| am against the motion from the FCC that would regulate and lockin firmware on most networking technology. This
would stifle the economy when it comes to any networking technology manufactured in the US. Companies will take
their business to other countries and sell these devices without the FCC to regulate it if this occurs. Thiswould cost
companies and yet again the American people. Technology needs to remain free and open for people to modify them if
they will. PLEASE DO NOT ENFORCE THIS MOTION!!!
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Comment: | am writing to add my voice to the very large crowd that continues to say, do not restrict our freedoms.
Business, security, economic and other concerns all come after freedom, never before. In the exceedingly rare
circumstances that freedom must be reduced in the interest of some other concern, the burden falls on government to
prove that such restrictions are both necessary and effective. Freedom is always assumed until it simply cannot be
maintained in very specific and limited circumstances.

It isimperative that consumers be able to modify their devices in whatever way they see fitincluding installation of new
software and/or operating systems on devicesin accordance with existing laws and regulations.

Wireless networking research depends on the ability of researchers to investigate and modify their devices.
Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.
Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

| am writing to add my voice to the very large crowd that continues to say, do not restrict our freedoms. Business,
security, economic and other concerns all come after freedom, never before. In the exceedingly rare circumstances that
freedom must be reduced in the interest of some other concern, the burden falls on government to prove that such
restrictions are both necessary and effective. Freedom is always assumed until it simply cannot be maintained in very
specific and limited circumstances.

It isimperative that consumers be able to modify their devicesin whatever way they see fitincluding installation of new
software and/or operating systems on devicesin accordance with existing laws and regulations.

Wireless networking research depends on the ability of researchers to investigate and modify their devices.
Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.
Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and



companies to install the software of their choosing.
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Comment: Don't doit

Don'tdoit
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This applies particularly to Section A.b., particularly paragraph 20, where the
measures would “ensure that certified equipment is not capable of operating with
RF-controlling software for which it has not been approved”. My understanding of
this regulation is that by requiring wireless hardware to be incapable of operating
with modified software, it not only prevents abusive software, but it also prevents
wireless devices from operating customer-chosen, within-legal-limits software of
our own choosing that replaces the manufacturer’s software. I would like to
recommend the FCC, NOT implement this type of rule.

To begin with, [ am a computer programmer and a small-business entrepreneur.
The freedom to make legal and safe customizations to wireless equipment is of
very real, tangible value to small businesses that may be developing new products.
[t takes a lot of specialized knowledge to begin modifying this software, and the
existing constraints built-in to customizable software on a wireless device already
require education, and such education always includes an understanding of
regulations and the penalties for violating them. There's not a big danger of
accidentally going outside of what's regulated--and for the few criminals who are
interested in violating the law, there is very little to be done by a legal
mandate that will stop them. New regulations will make things harder for
honest, law-abiding entrepreneurs and make very little difference among
professional criminals, who will have the technology to break the laws regardless.

Second, I live in the country where quality Internet access is very difficult to obtain.
This raises new challenges for me; challenges which I see new companies growing
to meet with innovative new wireless products. Making more wireless
regulations makes it harder for these new ISP's to provide innovative services,
stifling what would be a bountiful blessing to (often poor) rural communities all
over the United States.

And third but in some ways more important, I am a father of young children. The
regulations that are being considered will not only make it more difficult for my
kids to get good Internet access, which reduces their ability to learn from
wonderful bandwidth-intensive educational resources like Khan Academy; it also, as
they grow, will reduce their ability to experiment with new technologies, and to
become the innovative engineers driving America's future.

The wealth of the Internet boom has been built on things that people can modify
ourselves. It has made it easier to start a business, easier to improve things, and
easier to learn. I have no problems with strict penalties for people who abuse their
ability to customize products, to do things that are illegal--but these things are
already illegal and they already have strict penalties. Please do not create new laws
that make it impossible for law-abiding entrepreneurs, and engineers, teachers and
students to modify their personally-owned hardware in safe, helpful and otherwise-
legal ways.
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Comment: Please consider not restricting user modification from the host software side. While many systems may
continue to have significant integration with System on Chips which include RF capabilities, it isimportant to be able to
modify the *host* software portion of these systems to fix security holesin their devices when the manufacturer
chooses to not do so. There are many high profile examplesin the news.

Also consider not restricting modification from the RF side as well. Users have in the past fixed serious bugs in their
wifi drivers, which would be banned under the NPRM. There used to be an expectation from a device manufacturer and
user that a portion of aburden of compliance reside on the manufacturer of the RF portion of a system from a
fundamental silicon/construction/locked software level. Many of these systems are now driven by software. Whileitis
convenient for these companies to unify the RF side with other OSlI model levels, it is possible to construct these
systems which allows user maintenance of OSl layers down to level 1 while enforcing FCC compliance.

This burden should be on RF manufacturers, not on end users through restrictions.

Please consider not restricting user modification from the host software side. While many systems may continue to have
significant integration with System on Chips which include RF capabilities, it isimportant to be able to modify the
*host* software portion of these systems to fix security holesin their devices when the manufacturer chooses to not do
so. There are many high profile examplesin the news.

Also consider not restricting modification from the RF side as well. Users have in the past fixed serious bugsin their
wifi drivers, which would be banned under the NPRM. There used to be an expectation from a device manufacturer and
user that a portion of aburden of compliance reside on the manufacturer of the RF portion of a system from a
fundamental silicon/construction/locked software level. Many of these systems are now driven by software. Whileitis
convenient for these companies to unify the RF side with other OSI model levels, it is possible to construct these
systems which allows user maintenance of OS| layers down to level 1 while enforcing FCC compliance.

This burden should be on RF manufacturers, not on end users through restrictions.
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Comment: Towhom it may concern,

| would like to advise against implementing any regulation that would lock down consumer wireless equipment against
third party changes in software.

Preventing a consumer from having this freedom means that any security vulnerabilities that exist in a device may
remain open if the manufacturer either can not or chooses to not release a new firmware image. Open source firmware,
such as OpenWRT, gives individual s the opportunity to patch any vulnerabilities on their own terms without having to
rely on the vendor to do so.

Researchers also depend on the need to run modified software on their devices. Taking this ability away may make it
difficult or impossible to conduct the experimentation required to innovate or find and patch vulnerabilitiesin existing
software.

Amateur radio operators share a portion of the radio spectrum with WiFi and other consumer wireless devices. Many
amateur radio operators utilize consumer equipment as an inexpensive way to access this portion of the spectrum.

L ocking devices down will prevent licensed individuals from being able to use their equipment, even in ways that they
arelegally allowed to do so.

Ultimately, the actions that you are trying to prevent are already against the law. Instead of trying to come up with a
solution with many drawbacks, it would be better to enforce the existing regulations and pursue the individuals that are
inviolation.

Thank you,
Rudolph Host

To whom it may concern,

| would like to advise against implementing any regulation that would lock down consumer wireless equipment against
third party changes in software.

Preventing a consumer from having this freedom means that any security vulnerabilities that exist in a device may
remain open if the manufacturer either can not or chooses to not release a new firmware image. Open source firmware,
such as OpenWRT, gives individuals the opportunity to patch any vulnerabilities on their own terms without having to



rely on the vendor to do so.

Researchers also depend on the need to run modified software on their devices. Taking this ability away may make it
difficult or impossible to conduct the experimentation required to innovate or find and patch vulnerabilities in existing
software.

Amateur radio operators share a portion of the radio spectrum with WiFi and other consumer wireless devices. Many
amateur radio operators utilize consumer equipment as an inexpensive way to access this portion of the spectrum.
Locking devices down will prevent licensed individuals from being able to use their equipment, even in ways that they
are legally allowed to do so.

Ultimately, the actions that you are trying to prevent are already against the law. Instead of trying to come up with a
solution with many drawbacks, it would be better to enforce the existing regulations and pursue the individuals that are
inviolation.

Thank you,
Rudolph Host
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Comment: | am an electrical engineer and radio experimenter. In order to innovate and improve upon current wifi
technol ogies (such as the current 802.11s standards for wireless mesh networking), | need to be able to flash open-
source firmware to wifi transcievers. Passing thisrule will KILL innovation in the US and prevent people like me from
contributing to our technological advancement. Those experimenters involved in wireless data transmission and radio
will leave the USA for countries with less prohibitive and intrusive rules and will leave our country at a significant
disadvantage in the race to develop superior computing and networking technologies.

Please do not restrict firmware changes as planned; instead think about enforcement of existing laws which already
prohibit use of certain unlicensed frequencies beyond a certain ERP, etc.

DON"T KILL INNOVATION!

| am an electrical engineer and radio experimenter. In order to innovate and improve upon current wifi technologies
(such asthe current 802.11s standards for wireless mesh networking), | need to be able to flash open-source firmware to
wifi transcievers. Passing thisrule will KILL innovation in the US and prevent people like me from contributing to our
technological advancement. Those experimenters involved in wireless data transmission and radio will leave the USA
for countries with less prohibitive and intrusive rules and will leave our country at a significant disadvantage in the race
to develop superior computing and networking technologies.

Please do not restrict firmware changes as planned; instead think about enforcement of existing laws which already
prohibit use of certain unlicensed frequencies beyond a certain ERP, etc.

DON"T KILL INNOVATION!
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Comment: The products we purchase should be ours to do what we feel the need to. Inacting thiswill only lead to more
and more regulations regarding the use of our devices and in away slowly killing off some innovation.

The products we purchase should be ours to do what we feel the need to. Inacting this will only lead to more and more
regulations regarding the use of our devices and in away slowly killing off some innovation.
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Comment: Limiting user installation of custom software on WiFi routers would significantly stifle innovation in this
sector. The general poor quality of vendor supplied software in WiFi routers gives the open source community a
significant rolein providing software for these devices to make them reliable and far more useful. Vendor supplied
software is often buggy and woefully lacking in features. Open source software provides significant value for these
devices.

The number of users who are able to modify this software to violate FCC rulesis so insignificant, and the people able to
do thiswould continue to even if rules were put in place to limit user modifications to WiFi routers.

Terry Hardie
FCC Amateur radio general license holder KWORCA & Software engineer

Limiting user installation of custom software on WiFi routers would significantly stifle innovation in this sector. The
general poor quality of vendor supplied software in WiFi routers gives the open source community asignificant role in
providing software for these devices to make them reliable and far more useful. Vendor supplied software is often
buggy and woefully lacking in features. Open source software provides significant value for these devices.

The number of users who are able to modify this software to violate FCC rulesis so insignificant, and the people able to
do thiswould continue to even if rules were put in place to limit user modifications to WiFi routers.

Terry Hardie
FCC Amateur radio general license holder KWORCA & Software engineer
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Comment: Good afternoon. Regarding the proposed changes to the regulations on wireless devices, | respectfully
encourage you to allow installations of modified firmware, provided that the transmitting power and other important
capabilities be restricted to no more than legal limits through a separate chip. In this manner, the FCC may continue to
manage wireless capabilities of devices as they have done for decades.

Additionally, thiswill allow technical consumers the option to perform their own firmware installations in order to fix
problems, including security issues, which the manufacturers are unable or unwilling to address.

Vulnerable routers with unsupported firmware are alarge problem on the Internet;
http://www.forbes.com/sites/thomasbrewster/2015/05/19/home-routers-vul nerabl e-to-netusb-attack/ and
http://www.pcmag.com/article2/0,2817,2490566,00.asp are links to just two examples of many. Frequently these
devices are only afew years old, and have many years of useful life remaining; however, because the manufacturer no
longer provides updates for whatever reason, the devices may be subject to being taken over by malicious remote users
and employed in botnets, distributed denial-of-service attacks, cybercrime proxies, and other malicious activities not
intended by the owner.

It's not always an option to buy anew wireless device every time a problem pops up that a manufacturer won't fix.
Those on limited incomes, especially students, and/or those that are just unwilling to throw away devices that are still
useful, would welcome the opportunity to either fix their devices or have someone else fix these for them.

Thank you for the opportunity to comment.

Good afternoon. Regarding the proposed changes to the regulations on wireless devices, | respectfully encourage you to
alow installations of modified firmware, provided that the transmitting power and other important capabilities be
restricted to no more than legal limits through a separate chip. In this manner, the FCC may continue to manage
wireless capabilities of devices as they have done for decades.

Additionally, thiswill allow technical consumers the option to perform their own firmware installations in order to fix
problems, including security issues, which the manufacturers are unable or unwilling to address.

Vulnerable routers with unsupported firmware are a large problem on the Internet;
http://www.forbes.com/sites/thomasbrewster/2015/05/19/home-routers-vul nerabl e-to-netusb-attack/ and
http://www.pcmag.com/article2/0,2817,2490566,00.asp are links to just two examples of many. Frequently these
devices are only afew years old, and have many years of useful life remaining; however, because the manufacturer no



longer provides updates for whatever reason, the devices may be subject to being taken over by malicious remote users
and employed in botnets, distributed denial-of-service attacks, cybercrime proxies, and other malicious activities not
intended by the owner.

It's not always an option to buy a new wireless device every time a problem pops up that a manufacturer won't fix.

Those on limited incomes, especially students, and/or those that are just unwilling to throw away devices that are still
useful, would welcome the opportunity to either fix their devices or have someone el se fix these for them.

Thank you for the opportunity to comment.
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Comment: | feel it would be ahuge mistake to block alternative firmware from consumer routers. For years us
ham radio operators have tinkered with radios and it has helped technology to grown inthe united states. The
same goes with firmware like ddwrt we are seeing much more stable routers with features that normally would
only been seen on a extremely expensive commercial router. Blocking opensource firmware in the usa will not stop
the problem of people abusing power limits on 2.4 ghz hardware, people will just start buying cheap hardware from
china that may even splatter over into other restricted bands. With the spread of 4g cellular data | feel the wifi
warriors of the past have moved on and those that use to abuse the limits of wifi power will just use cellular data
now and those of us still running opensource software on our routers will be doingit to learn more about the
equipment and customize it to our needs rather then to abuse power limits.

| feel it would be ahuge mistake to block alternative firmware from consumer routers. For years us ham radio
operators have tinkered with radios and it has helped technology to grown inthe united states. The same goes
with firmware like ddwrt we are seeing much more stable routers with features that normally would only been
seen on a extremely expensive commercial router. Blocking opensource firmwarein the usa will not stop the
problem of people abusing power limits on 2.4 ghz hardware, people will just start buying cheap hardware from
china that may even splatter over into other restricted bands. With the spread of 4g cellular data | feel the wifi
warriors of the past have moved on and those that use to abuse the limits of wifi power will just use cellular data
now and those of us still running opensource software on our routers will be doing it to learn more about the
equipment and customize it to our needs rather then to abuse power limits.
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Comment: | respectfully ask the FCC to not implement rules that take away the ability of usersto install the software
of their choosing on their computing devices. Wireless networking research depends on the ability of researchers to
investigate and modify their devices. Americans need the ability to fix security holesin their devices when the
manufacturer chooses to not do so. Users have in the past fixed serious bugs in their wifi drivers, which would be
banned under the NPRM. Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends
on the ability of users and companies to install the software of their choosing.

| respectfully ask the FCC to not implement rules that take away the ability of usersto install the software of their
choosing on their computing devices. Wireless networking research depends on the ability of researchersto investigate
and modify their devices. Americans need the ability to fix security holesin their devices when the manufacturer
chooses to not do so. Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the
NPRM. Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of
users and companies to install the software of their choosing.
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Comment: Please do not implement rules that take away the ability of usersto install the software of their choosing on
their computing devices. The future of free humanity depends on open and modifyable devices. Do you know know
with absolute certainty what we need tomorrow?

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holes in their devices when the manufacturer chooses to not do so.

Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

Please do not implement rules that take away the ability of usersto install the software of their choosing on their
computing devices. The future of free humanity depends on open and modifyable devices. Do you know know with
absolute certainty what we need tomorrow?

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.
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Comment: You need to do thisin away that doesn't preclude people from modifications to their own WiFi routers. |
don't see the benefit of limitations here in general, but there are clear cases where the limitations are not considering
cases where they should not apply.

Y ou need to do thisin away that doesn't preclude people from modifications to their own WiFi routers. | don't see the
benefit of limitations here in general, but there are clear cases where the limitations are not considering cases where they
should not apply.
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Comment: Thisisbad. Device manufacturers have already demonstrated they cannot keep secure up to date firmware
on home network devices. Also if thisinterferes with open smartphone development who knows what we'll lose.

Thisisbad. Device manufacturers have aready demonstrated they cannot keep secure up to date firmware on home
network devices. Also if thisinterferes with open smartphone development who knows what we'll lose.
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Comment: Please don't accept this proposal.

Please don't accept this proposal.
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Comment: Please do not ban the modification of WIFI router firmware. | have successfully running amodified
firmware for years now and it has gresatly increased its abilities. Further, as we head deeper in a constantly monitored,
privacy averse world, | appreciate the ability to overwrite the routers firmware to keep unwanted privacy intrusion out
of my home. It is my equipment and should be able to disable features on it that | do not want. And if the company's
software/firmware does not allow this then innately, then using my custom firmware is my only recourse.

Please do not take our right to control our equipment away. It provides a necessary check and balance against the
product manufacturers.

Thank you for your time,
Chris

Please do not ban the modification of WIFI router firmware. | have successfully running a modified firmware for years
now and it has greatly increased its abilities. Further, as we head deeper in a constantly monitored, privacy averse
world, | appreciate the ability to overwrite the routers firmware to keep unwanted privacy intrusion out of my home. It
ismy equipment and should be able to disable features on it that | do not want. And if the company's software/firmware
does not allow this then innately, then using my custom firmware is my only recourse.

Please do not take our right to control our equipment away. It provides a necessary check and balance against the
product manufacturers.

Thank you for your time,
Chris
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Comment: Regulating this area provides no benefit. Hardware capabilities can be regulated, but setting a precedent of
what software a person can run on their own equipment is bad for innovation. Please do not regulate firmware on wifi
devices.

Regulating this area provides no benefit. Hardware capabilities can be regulated, but setting a precedent of what
software a person can run on their own equipment is bad for innovation. Please do not regulate firmware on wifi
devices.



Please Do Not Reply To This Email.

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402

RIN:

Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:

First Name: Brendan

Last Name: Foley

Mailing Address: 12102 Foley St
City: Silver Spring

Country: United States

State or Province: MD

ZIP/Postal Code: 20902

Email Address: djindy@gmail.com
Organization Name:

Comment: Please do not take away the ability of users/owners of devicesto install the software of their choosing on
their own devices.

Please do not take away the ability of users’owners of devicesto install the software of their choosing on their own
devices.
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Comment: Please do not ban the installation of new firmware in WiFi routers. Many people prefer to use one of the
open source alternatives to the manufacturers own offerings. Since the routers have already been purchased, this results
in no lost revenue to the manufacturers.

Please do not ban the installation of new firmware in WiFi routers. Many people prefer to use one of the open source
alternatives to the manufacturers own offerings. Since the routers have already been purchased, thisresultsin no lost
revenue to the manufacturers.
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Comment: | respectfully request that the FCC not implement any regulations that would prohibit the ability for usesto
install/modify the software of their choosing on their computing devices as outlined in "Equipment Authorization and
Electronic Labeling for Wireless Devices'. Research into new and innovative wirel ess networking depends on the
ability of researchers to investigate and modify their devices and software. Americans especially need the ability to fix
security holesin their devices when the manufactures choose not to do so. In the past, users have been able to fix
countless bugs and security problems but only because they were able to modify their devices. Billions of dollars of
commerce depends on the ability of users and companiesto install software on their wireless devices as they seefit.
Will people break the rules? Of course they will. And those people should be punished through fines and other
appropriate measures. But the incorrect actions of the few should force the rest of regulatory-abiding users to be
restricted. So again | ask, please do not implement these proposed rules. They will only hurt the end user. Not help.

| respectfully request that the FCC not implement any regulations that would prohibit the ability for usesto
install/modify the software of their choosing on their computing devices as outlined in "Equipment Authorization and
Electronic Labeling for Wireless Devices'. Research into new and innovative wireless networking depends on the
ability of researchers to investigate and modify their devices and software. Americans especially need the ability to fix
security holes in their devices when the manufactures choose not to do so. In the past, users have been able to fix
countless bugs and security problems but only because they were able to modify their devices. Billions of dollars of
commerce depends on the ability of users and companiesto install software on their wireless devices as they seefit.
Will people break the rules? Of course they will. And those people should be punished through fines and other
appropriate measures. But the incorrect actions of the few should force the rest of regulatory-abiding usersto be
restricted. So again | ask, please do not implement these proposed rules. They will only hurt the end user. Not help.
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Comment: Thank you for this request for comment.

I would like to request that the FCC reconsider the proposed changes. Specifically, any changes that restrict the ability
of the users of the equipment to make necessary changes to their FCC regulated equipment is anti-competitive and
ultimately harmful to the research, development, manufacture and use of FCC regulated devices. Restricting the
installation and modification of the code that interfaces with FCC regulated devices and FCC regulated frequencies of
all kinds may, in fact reduce the incidence of "rogue” devices that act against FCC regulation, but at the expense of
every other legitimate use of FCC regulated devices.

Wireless networking research depends on the ability of researchersto investigate and modify their devices. Obvioudly,
doing this responsibly requires precautions to act within FCC regulation, but if these precautions are met, it must not be
illegal for them to modify their devices.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so. This can
happen for many reasons: manufacturers go out of business, it's not cost effective for them to issue patches for what are
often very costly vulnerabilities, or any of many other possible reasons. The user is ultimately legally responsible if the
device misbehaves according to FCC regulation, and therefore it is absolutely necessary that the user be able to change
and control this behavior at need.

Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing, not to mention the security of any companies that use FCC regul ated
devicesfor mission critical deployments.

Thank you for this request for comment.

I would like to request that the FCC reconsider the proposed changes. Specifically, any changes that restrict the ability
of the users of the equipment to make necessary changes to their FCC regulated equipment is anti-competitive and
ultimately harmful to the research, devel opment, manufacture and use of FCC regulated devices. Restricting the
installation and modification of the code that interfaces with FCC regulated devices and FCC regulated frequencies of
all kinds may, in fact reduce the incidence of "rogue" devices that act against FCC regulation, but at the expense of
every other legitimate use of FCC regulated devices.



Wireless networking research depends on the ability of researchers to investigate and modify their devices. Obvioudly,

doing this responsibly requires precautions to act within FCC regulation, but if these precautions are met, it must not be
illegal for them to modify their devices.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so. This can
happen for many reasons: manufacturers go out of business, it's not cost effective for them to issue patches for what are
often very costly vulnerabilities, or any of many other possible reasons. The user is ultimately legally responsible if the
device misbehaves according to FCC regulation, and therefore it is absolutely necessary that the user be able to change
and control this behavior at need.

Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing, not to mention the security of any companies that use FCC regulated
devices for mission critical deployments.
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Comment: | request that you not implement rules that take away the ability of usersto install the software of their
choosing on their computer equipment. Asan American, | feel that if I've paid for a product, | have the right to install
whatever software | want as long asit does no harm to others. To make arule contrary to thisis an infringement of
individua rights.

Also:

1. Wireless networking research depends on the ability of researchers to investigate and modify their devices.

2. Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

3. Users havein the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

4. Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

Thank you for your consideration.

| request that you not implement rules that take away the ability of usersto install the software of their choosing on their
computer equipment. As an American, | feel that if I've paid for aproduct, | have the right to install whatever software |
want aslong as it does no harm to others. To make arule contrary to thisis an infringement of individual rights.

Also:

1. Wireless networking research depends on the ability of researchers to investigate and modify their devices.

2. Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

3. Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

4. Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users
and companiesto install the software of their choosing.

Thank you for your consideration.
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Comment: Asalicensed ham operator as well as a networking professional whose livelihood is very involved with
open source software and communications devices, | respectfully request the FCC to not implement rules that take away
the ability of usersto install the software of their choosing on their computing devices.

The impact of thisrule will have far reaching effects on economics, innovation and network security. Accessto custom
firmware has led to fixed software bugs and patched security vulnerabilities that would otherwise be left to languish by
commodity oriented vendors that have less incentive to fix such shortcomings than the actual operators of the devices.

Secure WiFi vendors and retail hotspot vendors depend on being able to load custom firmware on networking
equipment, as do wireless networking researchers.

Public safety will also be negatively impacted by these proposed rule changes as mesh network projects like Broadband-
Hamnet ( http://www.broadband-hamnet.org ) will be rendered unusable as they depend on the ability to load custom
firmware on equipment.

For the sake of the economy, technological innovation, network security and public safety, | must request these
proposed rules not be implemented.

Asalicensed ham operator as well as a networking professional whose livelihood is very involved with open source
software and communications devices, | respectfully request the FCC to not implement rules that take away the ability
of usersto install the software of their choosing on their computing devices.

The impact of this rule will have far reaching effects on economics, innovation and network security. Accessto custom
firmware has led to fixed software bugs and patched security vulnerabilities that would otherwise be left to languish by
commodity oriented vendors that have less incentive to fix such shortcomings than the actual operators of the devices.

Secure WiFi vendors and retail hotspot vendors depend on being able to load custom firmware on networking
equipment, as do wireless networking researchers.

Public safety will also be negatively impacted by these proposed rule changes as mesh network projects like Broadband-
Hamnet ( http://www.broadband-hamnet.org ) will be rendered unusable as they depend on the ability to load custom
firmware on equipment.

For the sake of the economy, technological innovation, network security and public safety, | must request these



proposed rules not be implemented.
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Comment: Hello, | am a software developer with an interest in software on both the mobile phone and the consumer
wifi access point hardware. | developed the 464xlat standard in use by all of T-Mobile's Android and Windows phones
today because | was able to modify my mobile phone OS as well as my wifi access point software. | fear these changes
will negatively impact my ability to do this kind of work in the future.

Additionally, this change in the rules will affect the wireless industry as awhole negatively. Currently, the mobile
phone and consumer wifi access point industry makes their development investment before launching their devices.
After a device has been launched, the amount of money invested in developing security fixes, bug fixes, and feature
improvements is reduced to the absolute minimum. The open source community has taken it upon themselvesto
maintain older devices. Examples of groups doing this are CyanogenMod for the phone and OpenWRT for the access
point. Without these groups, phones and access points no longer seen as a reasonabl e development investment by the
company that sells them would have no security or bug fixes.

Beyond the development of fixes for known security flaws, there's also the identification of previously unknown
security flaws. When the code running on these devices can't be modified by athird party, it won't get the attention or
more importantly the code auditing it currently does. Without the ability to change the code running, the only people
that would work on the code would either be working for a company focused on short term profit or looking specifically
to profit off of security issues. Both groups have an interest in not fixing security problems, especially ones not widely
known. The former group because it's an expense with no garantee of profit and the latter group because it's a new flaw
they can sell to interested parties.

Because of theseissues, | hope you will reconsider this ruling.

Hello, | am a software developer with an interest in software on both the mobile phone and the consumer wifi access
point hardware. | developed the 464xlat standard in use by all of T-Mobile's Android and Windows phones today
because | was able to modify my mobile phone OS as well as my wifi access point software. | fear these changes will
negatively impact my ability to do thiskind of work in the future.

Additionally, this change in the rules will affect the wireless industry as awhole negatively. Currently, the mobile
phone and consumer wifi access point industry makes their development investment before launching their devices.
After a device has been launched, the amount of money invested in developing security fixes, bug fixes, and feature
improvements is reduced to the absolute minimum. The open source community has taken it upon themselves to
maintain older devices. Examples of groups doing this are CyanogenMod for the phone and OpenWRT for the access
point. Without these groups, phones and access points no longer seen as a reasonabl e development investment by the



company that sells them would have no security or bug fixes.

Beyond the development of fixes for known security flaws, there's also the identification of previously unknown
security flaws. When the code running on these devices can't be modified by athird party, it won't get the attention or
more importantly the code auditing it currently does. Without the ability to change the code running, the only people
that would work on the code would either be working for a company focused on short term profit or looking specifically
to profit off of security issues. Both groups have an interest in not fixing security problems, especially ones not widely
known. The former group because it's an expense with no garantee of profit and the latter group becauseit's a new flaw
they can sdll to interested parties.

Because of these issues, | hope you will reconsider this ruling.
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Comment: Please reconsider this action... it isfar too dramatic aresponse to a limited-scope problem. Open platforms
drive innovation, which drives growth. Additionally, openness |leads to security, as vulnerabilities can be patched by
anyone, well beyond the typical support period of many manufacturers.

Don't move progress backward by adopting this rule!
Please reconsider this action... it is far too dramatic a response to a limited-scope problem. Open platforms drive
innovation, which drives growth. Additionally, openness leads to security, as vulnerabilities can be patched by anyone,

well beyond the typical support period of many manufacturers.

Don't move progress backward by adopting this rule!
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Comment: Let me do with my property what | want.

Let me do with my property what | want.
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Comment: | am opposed to the changes that will require manufacturers to further lock down the software of their
devices.

Forcing hardware manufacturers to further restrict these wireless devices will do more harm than good when
considering al of the factors. Manufacturers will not take security threats/holes any more seriously with these new
restrictions. In fact, it'slikely they will simply ignore them. The ability to modify devices we own is essential to
maintaining peace of mind. Very few people make any modifications at all to most things they interact with. An even
smaller number of people even understand that these devices can be modified. By enforcing these restrictions, the only
people that will be affected are the ones making harmless modifications to devices they own.

Thanks for your time.
| am opposed to the changes that will require manufacturers to further lock down the software of their devices.

Forcing hardware manufacturers to further restrict these wireless devices will do more harm than good when
considering al of the factors. Manufacturers will not take security threats/holes any more seriously with these new
restrictions. In fact, it's likely they will ssmply ignore them. The ability to modify devices we own is essential to
maintaining peace of mind. Very few people make any modifications at all to most things they interact with. An even
smaller number of people even understand that these devices can be modified. By enforcing these restrictions, the only
people that will be affected are the ones making harmless modifications to devices they own.

Thanks for your time.



Please Do Not Reply To This Email.

Title: Equipment Authorization and Electronic Labeling for Wireless Devices
FR Document Number: 2015-18402

RIN:

Publish Date: 8/6/2015 12:00:00 AM

Submitter Info:

First Name: James

Last Name: Johnson

Mailing Address: 6054 Camino Manzano

City: Anaheim

Country: United States

State or Province: CA

ZIP/Postal Code: 92807

Email Address:

Organization Name:

Comment: Stop making more rules. If | want to modify my computer, WiFi router, etc, then | should be ableto. The
more rules there are, the less freedom there is. This proposed measure will stifle creativity and set us back decadesin
progress. Also this hurts all those who make aliving developing in modified systems. Just drop this measure and focus
on the real issues at hand, like Comcast and similar companies charging way more to Americans than say, Germans who
pay much less for internet access.

Stop making more rules. If | want to modify my computer, WiFi router, etc, then | should be able to. The more rules
there are, the less freedom there is. This proposed measure will stifle creativity and set us back decadesin progress.
Also this hurts all those who make a living developing in modified systems. Just drop this measure and focus on the real
issues at hand, like Comcast and similar companies charging way more to Americans than say, Germans who pay much
less for internet access.
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Comment: | respectfully ask the FCC to not implement rules that take away the ability of usersto install the software of
their choosing on their computing devices. The following are some of the reasons why this rule should not be
implemented:

-Wireless networking research depends on the ability of researchersto investigate and modify their devices.

-Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

-Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

-Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

| respectfully ask the FCC to not implement rules that take away the ability of usersto install the software of their
choosing on their computing devices. The following are some of the reasons why this rule should not be implemented:

-Wireless networking research depends on the ability of researchers to investigate and modify their devices.

-Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

-Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

-Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companiesto install the software of their choosing.
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Comment: The free use of the ISM band had a huge positive economic effect, even more by means of open source
software. The proposal in question would ruin the benefits altogether.

The free use of the ISM band had a huge positive economic effect, even more by means of open source software. The
proposal in question would ruin the benefits altogether.
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Comment: Thisiswhy nothing is made in America anymore.

Thisiswhy nothing is made in America anymore.
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Comment: Hello my Name is Matthew Knapp and | must implore you not to implement this rule. This takes away the
consumers right to decide what type of software a user chooses to use. | know that | personally use modified routersto
patch security problemsin my router that the manufacture has decided to abandon. Please do not do thisthe ideais a bad
one.
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right to decide what type of software a user choosesto use. | know that | personally use modified routers to patch
security problemsin my router that the manufacture has decided to abandon. Please do not do thistheideais abad one.
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Comment: Wireless networking research depends on the ability of researchers to investigate and modify their devices.
Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Users have in the past fixed serious bugs in their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.

Wireless networking research depends on the ability of researchers to investigate and modify their devices.

Americans need the ability to fix security holesin their devices when the manufacturer chooses to not do so.

Users have in the past fixed serious bugsin their wifi drivers, which would be banned under the NPRM.

Billions of dollars of commerce, such as secure wifi vendors, retail hotspot vendors, depends on the ability of users and
companies to install the software of their choosing.
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Comment: Regarding ET Docket No. 15-170; RM-11673, which proposes to require manufactures to lock down
wireless transmitters so that they can not be re-programmed by end users --

Please consider the slippery slope of unintended consequences, stifling of innovation, and chilling effect that this action
could have. Since many existing and in-development products use components commonly called a System on a Chip
(SoC) which combines a radio with a programmable microprocessor or microcontroller, the ability for atechnical end-
user to perform their own upgrades or replacement of firmware to re-purpose a device would be halted.

While this probably seems like a pretty rare thing, this has often been a source of innovation which has been the genesis
of new products or has breathed new life into old ones. Projects like OpenWRT, for example, allow users to reprogram
many consumer-level WiFi routers with new firmware which not only offers improved functionality, but also improves
security over the original programming from the manufacturer (who, in many cases, have stopped providing updates for
said device).

These changes would probably also make it harder for security researchersto analyze and test products. Security
research often uncovers vulnerabilities not predicted by manufacturers. Independent researchers are a resource that
many companies are coming to appreciate more, and this kind of research can sometimes be the only way that the public
becomes aware of problems that some companies might prefer to quietly sweep under the rug, pretending that no
problem exists, while consumers continue to suffer the consequences.

Regarding ET Docket No. 15-170; RM-11673, which proposes to require manufactures to lock down wireless
transmitters so that they can not be re-programmed by end users --

Please consider the dlippery slope of unintended consequences, stifling of innovation, and chilling effect that this action
could have. Since many existing and in-development products use components commonly called a System on a Chip
(SoC) which combines a radio with a programmable microprocessor or microcontroller, the ability for atechnical end-
user to perform their own upgrades or replacement of firmware to re-purpose a device would be halted.

While this probably seems like a pretty rare thing, this has often been a source of innovation which has been the genesis
of new products or has breathed new lifeinto old ones. Projects like OpenWRT, for example, allow users to reprogram
many consumer-level WiFi routers with new firmware which not only offers improved functionality, but also improves
security over the original programming from the manufacturer (who, in many cases, have stopped providing updates for
said device).



These changes would probably also make it harder for security researchers to analyze and test products. Security
research often uncovers vulnerabilities not predicted by manufacturers. Independent researchers are a resource that
many companies are coming to appreciate more, and this kind of research can sometimes be the only way that the public

becomes aware of problems that some companies might prefer to quietly sweep under the rug, pretending that no
problem exists, while consumers continue to suffer the consequences.
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Comment: | believe thisto be abad ideafor the following reasons:

Innovation

Innovation in network and wireless technology depends on the ability to experiment with software and hardware at the
deepest levels. CeroWrt, an open source router firmware, developed afix for an important form of network congestion
called Bufferbloat. Thisfix iswas added to the Linux kernel to be used by the billions of users of Linux. HNCP, a
proposed | ETF proposed standard for managing home networks, is being developed using OpenWrt. Mesh networking
technologies for developing stable distributed internet access are regularly implemented on OpenWrt and much research
and implementation on mesh networking has occurred outside of manufacturers. Nearly 7,200 scholarly articles on
wireless networking technologies reference a particular brand of open and modifiable hardware which would be banned
under these rules. Without the ability to change the software on the device, these innovations would not have occurred.
The innovations done by the community are later often picked up by the home router vendors and being integrated into
their normal firmware versions for their next generations of devices.

Economic Impact

Millions of dollars of economic activity depend on third-party firmware. Major semiconductor and wireless hardware
manufacturers use OpenWrt as the base of their router software.[1][2][3][4][5] At the same time, OpenWTrt is managed
and developed primarily by a community of individuals modifying their own routers and installing customized versions
of OpenWrt on their own routers. Sometimes these routers originally had OpenWrt on them while others did not. Strong
industry-community collaboration reduces the costs of maintenance and increases quality for manufacturers. This
mutually-beneficial collaboration can only exist if users can replace their firmware on their router with a customized
version of OpenWrt. By preventing firmware replacement, these regulations will strangle this community inthe US
thereby increasing costs to hardware manufacturers which could be passed along to customers and employees.

Guest Wifi hotspots businesses

Additionally, many companies, such as ones involved in creating open wireless networks for retail locations would be
hampered by these regulations. Currently, many of these companiesinstall custom firmware on off-the-shelf hardware.
Under these regulations, such companies would have to either create their own hardware, an expensive proposition for
small software businesses, or receive authorization from a manufacturer under any arbitrary terms the manufacturer so
chooses.



Commercial VPN services businesses

Many commercial VPN providers sell wireless routers as part of there product offerings. Denying companies and users
the option to purchase more secure routers with support for VPN services will put a variety of users at risk.

Emergency Preparedness

Emergency preparedness would be hindered by restrictions on the modification of router hardware. Mesh networking is
akey component of disaster response in our modern world. In disasters, amateur radio operators create mesh networks
for disaster response. These operators use firmware like Broadband-Hamnet to create mesh networks on low-cost
commodity routers operating at frequencies and power levels legally authorized for hams but not for other users. By
modifying the device in such ways, wireless networks can be organized to cover much larger swaths of areato first-
responders and emergency personnel. These restrictions would delay the exchange of emergency information and put
lives at risk. The value of modified router hardware to assist in disaster response is recognized by emergency managers.
In 2013, the International Association of Emergency Managers [6] designated Broadband-Hamnet as their US
Technology and Innovation Award winner and Global Technology and Innovation Award winner.

Security

Restrictions on replacing router software will have a serious impact on security. Manufacturers are notoriously lax about
providing timely security updates where such updates are provided at all. Security experts routinely recommend users
replace manufacturer shipped router firmware with alternative community driven versions as a solution to this problem.
In arecent security review of commercial routers, every one had critical security vulnerabilities. In most security
instances replacing router firmware with third party peer reviewed firmware is the only option to solving this type of
problem. While the security dangers for home users are serious, for large companies security dangers are critical.
Without the ability to replace this software, large companies purchasing routers are entirely at the whim of the router
maker. If this software is insecure, whether accidentally or intentionally, large American companies will be put at risk of
industrial espionage.

Thanks,

Braxton.

| believe thisto be a bad idea for the following reasons:
Innovation

Innovation in network and wireless technology depends on the ability to experiment with software and hardware at the
deepest levels. CeroWrt, an open source router firmware, developed afix for an important form of network congestion
called Bufferbloat. Thisfix iswas added to the Linux kernel to be used by the billions of users of Linux. HNCP, a
proposed | ETF proposed standard for managing home networks, is being developed using OpenWrt. Mesh networking
technologies for developing stable distributed internet access are regularly implemented on OpenWrt and much research
and implementation on mesh networking has occurred outside of manufacturers. Nearly 7,200 scholarly articles on
wireless networking technol ogies reference a particular brand of open and modifiable hardware which would be banned
under these rules. Without the ability to change the software on the device, these innovations would not have occurred.
The innovations done by the community are later often picked up by the home router vendors and being integrated into
their normal firmware versions for their next generations of devices.

Economic Impact

Millions of dollars of economic activity depend on third-party firmware. Major semiconductor and wireless hardware
manufacturers use OpenWrt as the base of their router software.[1][2][3][4][5] At the same time, OpenWrt is managed
and developed primarily by a community of individuals modifying their own routers and installing customized versions
of OpenWrt on their own routers. Sometimes these routers originally had OpenWrt on them while others did not. Strong



industry-community collaboration reduces the costs of maintenance and increases quality for manufacturers. This
mutually-beneficial collaboration can only exist if users can replace their firmware on their router with a customized
version of OpenWrt. By preventing firmware replacement, these regulations will strangle this community in the US
thereby increasing costs to hardware manufacturers which could be passed along to customers and employees.

Guest Wifi hotspots businesses

Additionally, many companies, such as onesinvolved in creating open wireless networks for retail locations would be
hampered by these regulations. Currently, many of these companiesinstall custom firmware on off-the-shelf hardware.
Under these regulations, such companies would have to either create their own hardware, an expensive proposition for
small software businesses, or receive authorization from a manufacturer under any arbitrary terms the manufacturer so
chooses.

Commercial VPN services businesses

Many commercial VPN providers sell wireless routers as part of there product offerings. Denying companies and users
the option to purchase more secure routers with support for VPN services will put avariety of users at risk.

Emergency Preparedness

Emergency preparedness would be hindered by restrictions on the modification of router hardware. Mesh networking is
akey component of disaster response in our modern world. In disasters, amateur radio operators create mesh networks
for disaster response. These operators use firmware like Broadband-Hamnet to create mesh networks on low-cost
commodity routers operating at frequencies and power levels legally authorized for hams but not for other users. By
modifying the device in such ways, wireless networks can be organized to cover much larger swaths of areato first-
responders and emergency personnel. These restrictions would delay the exchange of emergency information and put
lives at risk. The value of modified router hardware to assist in disaster response is recognized by emergency managers.
In 2013, the International Association of Emergency Managers [6] designated Broadband-Hamnet as their US
Technology and Innovation Award winner and Global Technology and Innovation Award winner.

Security

Restrictions on replacing router software will have a serious impact on security. Manufacturers are notoriously lax about
providing timely security updates where such updates are provided at all. Security experts routinely recommend users
replace manufacturer shipped router firmware with alternative community driven versions as a solution to this problem.
In arecent security review of commercial routers, every one had critical security vulnerabilities. In most security
instances replacing router firmware with third party peer reviewed firmware is the only option to solving this type of
problem. While the security dangers for home users are serious, for large companies security dangers are critical.
Without the ability to replace this software, large companies purchasing routers are entirely at the whim of the router
maker. If this software is insecure, whether accidentally or intentionally, large American companies will be put at risk of
industrial espionage.
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